
With the increased use and reliance on the Internet, there has also been an
increase in internet vulnerabilities, compromises and cyber attacks. Sign up
for SingCERT's circulars & alerts to remain up to date on the current timely
information about security issues, vulnerabilities, and exploits. Take action
and keep your company's Digital Transformation journey on track and
prevent yourself from potential cyber incidents.
Subscribe here: https://www.csa.gov.sg/singcert/subscribe
Read more: https://www.csa.gov.sg/singcert/publications

RECOMMENDED CYBER
ALERTS, SUBSCRIPTIONS &
PLATFORMS

Mandiant Advantage Free provides access to publicly known
cyber vulnerability and threat intelligence with insights from
Mandiant. View actors, malware, vulnerability trends, and news
analysis via Mandiant Advantage or embed Mandiant’s unique
threat score directly into any web page by downloading the
Browser Extension.
Subscribe here: https://www.fireeye.com/mandiant/threat-
intelligence/threat-intelligence-subscriptions.html#dismiss-
lightbox

Stay Vigilant against potential cyber-attacks and reinforce your Cyber
Security efforts by accessing these free recommended sites...

IBM X-Force Exchange is a threat intelligence sharing platform
enabling research on security threats, aggregation of intelligence,
and collaboration with peers.
Read more: https://exchange.xforce.ibmcloud.com/
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VirusShare.com is a repository of malware samples to provide security researchers,
incident responders, forensic analysts, and the morbidly curious access to samples of
live malicious code.
Read more: https://virusshare.com

Microsoft Technical Security Notifications help to protect your computing
environment by keeping up to date on Microsoft technical security
notifications. The Security Update Email Alerts is Microsoft's free monthly
Security Notification Service that provides links to security-related software
updates and notifications of re-released security updates. 
Read more: https://www.microsoft.com/en-us/msrc/technical-security-
notifications

The Spamhaus Project is an international nonprofit organization that
tracks spam and related cyber threats such as phishing, malware, and
botnets, provides real-time actionable and highly accurate threat
intelligence to the Internet's major networks, corporations, and
security vendors, and works with law enforcement agencies to identify
and pursue spam and malware sources worldwide.
Read more: https://www.spamhaus.org/

Talos utilizes its extensive threat intelligence to make the
internet safer for everyone. A variety of free software,
services, resources, and data are available to the public,
including official rule sets and communities. 
Read more: https://talosintelligence.com/
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SANS @RISK provides a weekly summary of newly discovered attack vectors,
vulnerabilities with active new exploits, insightful explanations of how
recent attacks worked, and other valuable data.
Read more: https://www.sans.org/newsletters/at-risk/
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NIST’s National Vulnerability Database (NVD) helps to track the latest
vulnerabilities in both IT & OT. The NVD is the U.S. government repository of
standards based vulnerability management data represented using the Security
Content Automation Protocol (SCAP). This data enables automation of
vulnerability management, security measurement, and compliance. The NVD
includes databases of security checklist references, security-related software
flaws, misconfigurations, product names, and impact metrics.
Read more: https://nvd.nist.gov/

The United States Computer Emergency Readiness Team (US-CERT) is an
organization within the Department of Homeland Security's (DHS) Cybersecurity
and Infrastructure Security Agency (CISA). As part of its mission, CISA leads the
effort to enhance the security, resiliency, and reliability of the Nation's
cybersecurity and communications infrastructure. Their advisories provide timely
information about current security issues, vulnerabilities, and exploits.
Read more: https://us-cert.cisa.gov/ncas/alerts

SCADAhacker provides relevant, candid, mission-critical
information relating to industrial security of Supervisory Control
and Data Acquisition (SCADA), Distributed Control (DCS) and
other Industrial Control Systems (ICS) in a variety of public and
social media forums.
Read more: https://scadahacker.com/index.html

SecurityWeek provides cybersecurity news and information to
global enterprises, with expert insights and analysis for IT
security professionals.
Subscribe: https://www.securityweek.com/subscribe
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The Computer Emergency Response Team for the EU Institutions,
bodies and agencies (CERT-EU) is composed of IT security experts
from the main EU Institutions. The CERT-EU cooperates with other
CERTs in the Members States and with specialised IT security
companies in order to respond to information security incidents and
cyber threats.
Read more: https://cert.europa.eu/cert/filteredition/en/CERT-
LatestNews.html

https://nvd.nist.gov/


CIS is a forward-thinking nonprofit that harnesses the power of a
global IT community to safeguard public and private
organizations against cyber threats. Its mission is to "identify,
develop, validate, promote, and sustain best practice solutions
for cyber defense and build and lead communities to enable an
environment of trust in cyberspace
Subscribe: https://learn.cisecurity.org/ms-isac-subscription

CIS is a forward-thinking nonprofit that harnesses the power of a
global IT community to safeguard public and private
organizations against cyber threats. Its mission is to "identify,
develop, validate, promote, and sustain best practice solutions
for cyber defense and build and lead communities to enable an
environment of trust in cyberspace
Subscribe: https://thehackernews.com/
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For enquiries, please contact haniza@ssa.org.sg

https://en.wikipedia.org/wiki/Proactive_cyber_defence
https://en.wikipedia.org/wiki/Cyberspace
https://en.wikipedia.org/wiki/Proactive_cyber_defence
https://en.wikipedia.org/wiki/Cyberspace

