SSA, ASA & CLASS NK Collaborates to encourage Cyber Security
Incidents Reporting
Singapore, 25 March 2022
SSA, ASA, and Class NK are joining hands to encourage its respective members and
the industry to proactively report cyber security incidents in shipping. Many companies
struggle with wanting to report cyber security incidences so that others do not become
further victims and so eventually that the cyber security posture of the shipping
industry will improve, yet these companies are careful of possible negative publicity
that may arise. The three (3) organisations will collaborate to provide learning
materials and resources to help foster a culture of cyber threat information-sharing.
As the first initiative of the above collaboration, the three (3) organisations will create
a series of podcasts with prominent industry players sharing how they deal with cyber
incidents, and how they endeavour to manage the delicate balance of awareness and
at the same time anonymity. The podcast series emphasises reassuring companies
on the outcome and purpose of reporting cyber incidents. This initiative will target
members and partners regionally, as well as, internationally.
Michael Phoon, the Executive Director of SSA, and Secretary for the ASA-SNEC said
“We are now overwhelmed by the number and scope of security tools and capabilities
that exist in the industry. However, we are missing an important step i.e. the sharing
of the actual number of cyber incidents from the shipping community. The industry is
still very protective in reporting cyber incidents. However, we see the importance of
collaboration to tackle this challenging chapter in Maritime; and ironically, what is
missing is the reporting of cyber incidents. Without a collective reporting regime and
important statistics and best practice sharing, the industry will always be a step behind
in addressing cyber attacks and potential threats.”
Yuichi Sonoda, Secretary-General of Asian Shipowners Association, said “The Safe
Navigation and Environmental Committee (SNEC) under ASA will benefit from such
engagement. Cyber Security issues are not local. It is a regional co-operation and
contributes to the safety of navigation of ships in the Straits. The operations in this
critical seaway must be attentive and we need to ensure strong stewardship for such
digital threats.”
Hirofumi Takano, Senior Executive Vice President, Executive Director of Innovation
Development Division of ClassNK, “Sharing a common objective to build onboard
cyber resilience by cross-industry approach, I am glad to embark new tripartite
collaboration with SSA and ASA, and contribute to maritime cyber security with our
expertise. We will continue to work to propose best practices related to ensuring cyber
security suitable for shipping.”
Under this initiative, SSA, ASA, and Class NK will be engaging prominent speakers
from the industry to share their insights on cyber security incidents and highlight the
roles and contributions of every individual in this important ecosystem. This initiative
will help to identify various safe and secure cyber reporting platforms, award

companies, players that assist in reporting useful information required by the industry
to ensure safe navigation as well as the protection of crews.
About SSA
The Singapore Shipping Association (SSA), with more than 470 members, represents
a wide spectrum of shipping companies and other businesses allied to the shipping
industry. It is a national trade association formed in 1985 to serve and promote the
interests of its members, and to enhance the competitiveness of Singapore as an
International Maritime Centre. SSA is a trusted advisor and partner in the local and
international shipping community. It collaborates with relevant maritime stakeholders
to protect the marine environment as well as promote freedom and safety at sea.
Despite being a not-for-profit organisation, SSA, on behalf of its members, strives to
give back generously to the community through Corporate Social Responsibilities
activities. Website:www.ssa.org.sg
About ASA
The Asian Shipowners’ Association (ASA) is a voluntary organization of the shipowner
associations of Australia, China, Chinese Taipei, Hong Kong, Japan, Korea and the
Federation of ASEAN Shipowners’ Associations comprising shipping associations of
ASEAN countries. The aims of the ASA are to promote the interests of Asian
shipowners. Between annual ASA meetings, the ongoing work is carried out by five
Standing Committees: The Seafarers Committee (SC), the Ship Insurance and
Liability Committee (SILC), the Safe Navigation and Environment Committee (SNEC),
the Shipping Policy Committee (SPC), and the Ship Recycling Committee (SRC). It
has been estimated that ASA shipowners and managers control and operate around
50% of the world's cargo carrying fleet. Website: https://asianshipowners.org/
About Class NK
Established in 1899, ClassNK is a world-leading classification society. As a non-profit,
independent organization, its mission is to safeguard life and property at sea whilst
protecting the marine environment. It offers a wide range of services that encompass
every aspect of ship classification from the development of technical rules and
guidelines to the approval of ship designs, and the survey and registration of vessels
and installations. Boasting roughly 20% of the world’s merchant fleet on its register
and over 130 offices located across 50 nations, ClassNK provides indispensable
infrastructure to the maritime industry. Website: www.classnk.com

